Citrix XenApp and XenDesktop on AHV
Nutanix Solution Note
Version 1.1 • April 2016 • SN-2033

Copyright
Copyright Nutanix, Inc.
Nutanix, Inc.
1740 Technology Drive, Suite 150
San Jose, CA 95110
All rights reserved. This product is protected by U.S. and international copyright and intellectual
property laws.
Nutanix is a trademark of Nutanix, Inc. in the United States and/or other jurisdictions. All other
marks and names mentioned herein may be trademarks of their respective companies.

Copyright | 2

Contents
1. Executive Summary................................................................................ 4
2. Introduction..............................................................................................5
2.1. Audience........................................................................................................................ 5
2.2. Purpose..........................................................................................................................5

3. Solution Overview................................................................................... 6
3.1. The Nutanix Architecture............................................................................................... 6
3.2. AHV................................................................................................................................9

4. Citrix XenApp and XenDesktop........................................................... 15
4.1. Machine Creation Services (MCS).............................................................................. 16

5. Citrix XenApp and XenDesktop on AHV............................................. 18
6. Conclusion............................................................................................. 19
7. Appendix................................................................................................ 20
7.1. References...................................................................................................................20
7.2. About Nutanix.............................................................................................................. 20

List of Figures................................................................................................................21

3

1. Executive Summary
This solution note provides an overview of the Nutanix enterprise cloud platform with an
emphasis on AHV, an overview of Citrix XenApp and XenDesktop, and a discussion of the
benefits of deploying these technologies together. Citrix XenApp and XenDesktop offer a fully
integrated application and desktop virtualization and delivery suite that lets you deploy all
types of desktop and application workloads, either persistent or nonpersistent. When running
XenDesktop on Nutanix, you have the advantage of unlimited scalability, data locality, AHV
clones, and a single data store. Nutanix takes the Citrix commitment to simplicity to another level,
with streamlined management, reduced rollout time, and enhanced performance.
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2. Introduction
2.1. Audience
This solution note is a part of the Nutanix solutions library and is intended to provide an overview
of the combination of Nutanix AHV and Citrix XenApp and XenDesktop technologies. It is
intended for IT architects and administrators as a technical introduction to the solution.

2.2. Purpose
This document covers the following subject areas:
• Overview of the Nutanix solution.
• Overview of Citrix XenApp and XenDesktop.
• The benefits of implementing XenApp and XenDesktop on AHV.
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3. Solution Overview
3.1. The Nutanix Architecture
Nutanix delivers a hyperconverged infrastructure solution purpose-built for virtualization and
cloud environments. This solution brings the performance and economic benefits of web-scale
architecture to the enterprise through the Nutanix enterprise cloud platform, composed of two
product families—Nutanix Acropolis and Nutanix Prism.
Attributes of this solution include:
• Storage and compute resources hyperconverged on x86 servers.
• System intelligence located in software.
• Data, metadata, and operations fully distributed across entire cluster of x86 servers.
• Self-healing to tolerate and adjust to component failures.
• API-based automation and rich analytics.
Nutanix does not rely on traditional SAN or NAS storage or expensive storage network
interconnects. It combines highly dense storage and server compute (CPU and RAM) into a
single platform building block. Each building block is based on industry-standard Intel processor
technology and delivers a unified, scale-out, shared-nothing architecture with no single points of
failure.
The Nutanix solution has no LUNs to manage, no RAID groups to configure, and no complicated
storage multipathing to set up. All storage management is VM-centric and the Acropolis
Distributed Storage Fabric (DSF) optimizes I/O at the VM virtual disk level. There is one shared
pool of storage that includes flash-based SSDs for high performance and low latency and HDDs
for affordable capacity. The file system automatically tiers data across different types of storage
devices using Nutanix intelligent data placement algorithms. These algorithms make sure the
most frequently used data is available in memory or in flash for the fastest possible performance.
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Figure 1: Information Life Cycle Management

With the DSF, a Controller VM (CVM) writes data to local flash memory for fast acknowledgment;
the CVM also handles read operations locally for reduced latency and fast data delivery.
The figure below gives an overview of the Nutanix architecture, including AHV, user VMs, the
CVM, and local disk devices. Each CVM is directly connected to the local storage controller and
its associated disks. By using local storage controllers on each host, access to data through
DSF is localized, thereby reducing storage I/O latency. The DSF ensures that writes replicate
synchronously to at least one other node in the system, distributing data throughout the cluster
for resiliency and availability. Having a local storage controller on each host ensures that storage
performance as well as storage capacity increases when adding nodes.

Figure 2: Overview of the Nutanix Architecture

Local storage for each node in the architecture appears to the hypervisor as one large pool of
shared storage. This allows the DSF to support all key virtualization features. Data localization

3. Solution Overview | 7

also maintains performance and QoS on each host, thus minimizing the effect noisy VMs have
on their neighbors’ performance. This functionality allows large, mixed-workload clusters that
are more efficient and more resilient to failure when compared to traditional architectures with
standalone, shared, and dual-controller storage arrays.
When VMs move from one hypervisor node to another, such as during live migration and high
availability, the newly migrated VM’s data is served by the now local CVM. When reading old
data (stored on the now remote node CVM) the local CVM forwards the I/O request to the remote
CVM. All write I/O occurs locally. The DSF detects that I/O is occurring from a different node and
migrates the data locally in the background, allowing for all read I/O to now be served locally. The
data is migrated on read only to minimize network utilization. The figure below shows how data
follows the VM as it moves between hypervisor nodes.

Figure 3: Data Locality and Live Migration

Another key feature of the DSF is the Nutanix Elastic Deduplication Engine, a software-driven,
massively scalable, and intelligent data reduction technology. By eliminating duplicate data, it
increases the effective capacity in the disk tier, as well as the system’s RAM and flash cache
tiers. This substantially increases storage efficiency, while also improving performance due to
larger effective cache capacity in RAM and flash. Each node in the cluster performs deduplication
individually, allowing for efficient and uniform deduplication at scale. This technology is
increasingly effective with full persistent clones or P2V migrations.
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Figure 4: Elastic Deduplication Engine

3.2. AHV
AHV, a full type-1 virtualization solution, integrates tightly with the DSF and provides costeffective virtualization with consumer-grade management. Acropolis includes a distributed VM
management service responsible for storing VM configuration, making scheduling decisions,
and exposing a management interface. The Prism interface, a robust REST API, and an
interactive command line interface called aCLI (Acropolis CLI) combine to eliminate the complex
management associated with open source hypervisors.
AHV provides the following capabilities:
• VM storage.
• Storage devices for the VM, such as SCSI and IDE devices.
• Crash-consistent snapshots.
• Includes VM configuration and disk contents.
• Virtual networks (L2).
• Layer-2 network communication between VMs and to the external network, with support for
multiple vSwitches and VLANS.
• Managed networks (L3).
• IP Address Management (IPAM) to provide layer-3 addresses for virtual machines.
• App Mobility Fabric.
• Enables unprecedented workload flexibility, including moving workloads among Acropolis
nodes, between different hypervisors (ESXi, Hyper-V), and even to the public cloud.
The App Mobility Fabric also delivers a range of virtualization capabilities, such as live
migration, HA, and disaster recovery.
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Figure 5: The Nutanix Architecture with Acropolis

Acropolis Architecture
AHV extends the open source hypervisor’s base functionality. True to web-scale design
principles, Acropolis is available on all nodes with a shared-nothing architecture. Command and
control is maintained through a master-subordinate mechanism in which the cluster nodes elect
the master and replace it via a new election in the event of a failure. On a single Acropolis node,
the CVM accesses disks directly, as shown in the figure below.
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Figure 6: Acropolis and PCI Passthrough

VM Networking
Acropolis uses Open vSwitch (OvS) for all VM networking, as shown in the figure below. Open
vSwitch manages the bonded interfaces (bond0) that connect the hypervisor to the physical
network. All VMs connect into one or more virtual switches for inter-VM communication. VMs can
also communicate externally if the vSwitch has external interfaces. Each VM NIC connects to
an Open vSwitch tap interface (vnet0, tap1). The Acropolis host connects to the CVM through a
local Linux bridge (vnet1 to Local) for iSCSI storage traffic.

Figure 7: Acropolis and VM Networking
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Note: Acropolis virtualizes CPUs using an HVM (Hardware Virtual Machine) device
type. Other devices, such as network adapters, use paravirtualized devices that may
require VirtIO drivers in your guest OS.

IP Address Management
An Acropolis network can be either managed or unmanaged. When unmanaged, the VM traffic is
simply passed to the external network with proper VLAN tags. When managed, the Acropolis IP
address management (IPAM) solution leverages VXLAN and OpenFlow rules to intercept DHCP
requests and respond with addresses from a configured pool. In the figure below, we show a
sample DHCP request using the Nutanix IPAM solution.

Figure 8: Acropolis IPAM

Acropolis Clones
When cloning a VM or vDisk, the information about the blocks owned by that vDisk—its block
map—is locked. The changes to the clone involve metadata only; no physical I/O takes place.
The same method applies for clones of clones. The previously cloned VM acts as the “Base
vDisk” and, upon cloning, that vDisk’s data block map is locked and two “clones” are created: one
for the VM being cloned and another for the new clone. Both clones inherit the prior block map
and any new writes or updates take place on the individual VM’s block maps.
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Figure 9: Multiclone Block Maps

Each VM and vDisk has its own individual block map. In the figure above, for example, all of the
clones from the base VM now have their own block map, and writes or updates are recorded
there.
The figure below shows an example of what this looks like:

3. Solution Overview | 13

Figure 10: Clone Block Maps: New Write

Subsequent clones or snapshots of a VM and vDisk cause the original block map to be locked
and create a new one for read and write access.
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4. Citrix XenApp and XenDesktop
Citrix XenApp and XenDesktop are application and desktop virtualization and delivery solutions
that transform desktops and applications into a secure, on-demand service available to any user,
anywhere, on any device. With XenApp and XenDesktop, you can deliver individual Windows,
web, and SaaS applications, or full virtual desktops, to PCs, Macs, tablets, smartphones, laptops,
and thin clients with a high-definition user experience.
Citrix XenApp and XenDesktop provide a complete virtual desktop delivery system by integrating
several distributed components with advanced configuration tools that simplify the creation and
real-time management of the virtual desktop infrastructure.
The core components of XenApp and XenDesktop are:
• Desktop Delivery Controller
Installed on servers in the datacenter, the Desktop Delivery Controller (DDC) authenticates
users, manages the assembly of users' virtual desktop environments, and brokers connections
between users and their virtual desktops. It controls the state of the desktops, starting and
stopping them based on demand and administrative configuration. The Citrix license needed
to run XenDesktop also includes profile management, in some editions, to manage user
personalization settings in virtualized or physical Windows environments.
• Citrix Studio
Citrix Studio is the management console that allows you to configure and manage your Citrix
XenDesktop environment. It provides different wizard-based deployment or configuration
scenarios to publish resources using desktops or applications.
• Citrix Machine Creation Services (MCS)
MCS is the building mechanism of the Citrix DDC that automates and orchestrates the
deployment of desktops using a single image. MCS communicates with the orchestration layer
of your hypervisor, providing a robust and flexible method of image management.
• Virtual Desktop Agent
Installed on virtual desktops, this agent enables direct FMA (FlexCast Management
Architecture) connections between the virtual desktop and user devices.
• Citrix Desktop Receiver
Installed on user devices, the Citrix Desktop Receiver enables direct ICA connections from
user devices to virtual desktops.
• Citrix FlexCast
Citrix XenDesktop with FlexCast delivery technology lets you deliver virtual desktops and
applications tailored to meet the diverse performance, security, and flexibility requirements
of every worker in your organization through a single solution. Centralized, single-instance
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management helps you deploy, manage, and secure user desktops more easily and
efficiently.

4.1. Machine Creation Services (MCS)
MCS provides images only to desktops virtualized on a hypervisor. The images are contained
within the hypervisor pool and then thin-provisioned as needed. The thin-provisioned virtual
desktops use identity management functionality to overcome the new security identity (SID)
requirements typical with cloning. MCS is integrated with and managed by the DDCs and uses
the capabilities of the underlying hypervisor.

Figure 11: Machine Creation Services Communication

MCS does not require additional servers; it uses integrated functionality built into Microsoft
Hyper-V, VMware vSphere, and, in an upcoming release, AHV. Because MCS uses hypervisor
functionality, it is an option only for desktops virtualized on a hypervisor. A master desktop
image is created and maintained within the hypervisor pool. The XenDesktop Controller
instructs the hypervisor to clone the base image and thin-provision new VMs through the built-in
hypervisor functions. However, thin provisioning images often results in cloning issues, as each
provisioned desktop has the same identity as the master. MCS uses special functionality within
the XenDesktop Controller and XenDesktop Virtual Desktop Agent (installed within the virtual
desktop image) to build unique identities for each VM; these identities are stored within the virtual
desktop’s identity disk. This functionality allows each virtual desktop to be unique even though it
uses the same base image.
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Figure 12: Machine Creation Services: vDisks
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5. Citrix XenApp and XenDesktop on AHV
In addition to savings on licensing (virtualization) and datacenter costs, as well as savings from
simplified management overhead, running Citrix XenApp and XenDesktop with AHV offers the
following benefits:
• No infrastructure restraints.
• AHV pushes past the HA object limit of other hypervisors, including VMware vSphere. A
host access from Citrix Studio to the cluster IP creates a connection to any of the cluster
CVMs. This adds scalability and provides built-in HA capability.
• Data locality.
• Nutanix CVMs provide data locality using ILM functionality. Reads are satisfied from
memory or SSD; writes go to SSD and then drain to spinning disks. All operations are
performed with a preference for data coming from local storage, on the same physical
system where the VM accessing it is located.
• AHV clones.
• By using full clones on AHV, you avoid some of the limitations of linked clones, such as
reads to differencing disks causing network bottlenecks. With AHV, every VM is a full
clone, maintaining data locality—each desktop’s traffic is conducted on the same node that
hosts the VM. Using AHV clones also allows you to dedupe and compress your images for
greater efficiency.
• Single data store.
• The Nutanix architecture lends itself to simplified VDI Data Stores. Legacy three-tier
architectures tend to need separated storage for user data, boot disks, and so on. The
Nutanix distributed storage fabric, which presents to each VM as simple disks, optimizes
storage in a VDI environment.
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6. Conclusion
The Nutanix enterprise cloud platform and AHV provide a powerful foundation for the proven
capabilities of Citrix XenApp and XenDesktop—together they comprise a flexible, reliable, and
economical solution for desktop and application delivery. Nutanix both streamlines and enhances
storage infrastructure configuration and overall deployment, enabling a responsive desktop and
application experience with zero downtime.
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7. Appendix
7.1. References
Here are two technical resources related to deploying guest VMs on the Nutanix enterprise cloud
platform using AHV and integrating them into Citrix XenApp and XenDesktop 7.6:
• Using Nutanix ACLI: http://next.nutanix.com/t5/Nutanix-Connect-Blog/Setting-up-Citrix-XA-XDwith-an-Acropolis-Hypervisor-cluster/ba-p/5508
• Using PowerShell Commandlets: http://blog.myvirtualvision.com/2015/10/15/mass-sysprepyour-windows-vms-for-nutanix-ahv/
Nutanix has also published fully validated reference architectures for Citrix XenApp and
XenDesktop running on other hypervisors, including Microsoft Windows Server 2012 R2 with
Hyper-V and VMware vSphere. You can find these reference architectures and more at http://
www.nutanix.com/resources/reference-architecture/.

7.2. About Nutanix
Nutanix makes infrastructure invisible, elevating IT to focus on the applications and services that
power their business. The Nutanix enterprise cloud platform leverages web-scale engineering
and consumer-grade design to natively converge compute, virtualization and storage into a
resilient, software-defined solution with rich machine intelligence. The result is predictable
performance, cloud-like infrastructure consumption, robust security, and seamless application
mobility for a broad range of enterprise applications. Learn more at www.nutanix.com or follow up
on Twitter @nutanix.
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